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Creating an Application and a Model

This section describes how to use COC to quickly manage your resources and
applications on the application and resource management page, including
synchronizing resources, creating applications and modeling, and performing
operations on a UniAgent. The procedure is as follows:

1.

Preparations

Preparations: Sign up for a HUAWEI ID, complete real-name authentication,
and enable COC.

Synchronize resources. Obtain resources in all regions to which the current
user belongs and synchronize the resources to COC.

Create an application and model the associations between the
application and resources. This feature facilitates resource management by
service logic unit.

Perform operations on a UniAgent. Install, upgrade, and uninstall a
UniAgent on the corresponding node.

Sign up for a HUAWEI ID and complete real-name authentication.

Before using COC, sign up for a HUAWEI ID, enable Huawei Cloud services,
and complete real-name authentication.

If you already have enabled Huawei Cloud services and completed real-name
authentication, skip this step.

Enable COC.
Upon your first login, enable COC first.
If you have enabled COC, skip this step.

Synchronizing Resources

Step 1 Log in to COC.

Step 2 In the navigation pane, choose Resources > Application and Resource

o
Management. On the displayed page, click the Resources tab and click ~ to
synchronize resources.
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Figure 1-1 Synchronizing resources

Application and Resource Management @ Multi-cloud Configurations @ Usage Guide % Operation Guide
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--—-End

Creating an Application and a Model

Step 1 In the navigation pane, choose Resources > Application and Resource
Management.

Step 2 Click the Applications tab. On the displayed tab page, click Create Application.

Figure 1-2 Creating an application

Application and Resource Management

Resources Applications

Create Application

All Apps My collection

Enter group name o,

+] 88 COC-COR HE® L

+] 88 COC-DEMO

Step 3 Set Application Structure Type to Lightweight.

Step 4 Specify Application and Description. For example, set the application name to
COC_01.

Step 5 Click OK.
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Figure 1-3 Creating an application

Create Application

# Application

coc_Mm

The value can contain 3 to 50 characters, including letters, digits, hyphens (-), and underscores (_).

Description

Step 6 Specify the component name, for example, COC_001, and click OK.

Figure 1-4 Creating a component
Create Component

# Component Name

[ coc_oo1 ]

The value can contain 3 to 50 characters, including letters, digits, hyphens (-), and underscores (_)

' ™
| ].4 |
A vy

Step 7 Configure the new group by referring to Table 1-1 and retain the preset values for
other parameters.

Table 1-1 Parameters for creating a group

Parameter Description

Group Customize a group name based on the naming rule.
For example, COC_0001.

Available Cloud Service Select the cloud service provider to which the target

Providers instance belongs. Example: Huawei Cloud.

Region Select a region from the drop-down list. For

example, CN North-Beijing4.
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Parameter Description
Resource Association Select a resource association method. For example,
Method Manual association.

Associate with Resource Manually associate the corresponding resource data
with the group.

Figure 1-5 Creating a group

Create Group

# Group

Coc_oom

The value can contain 3 to 50 characters, including letters, digits, hyphens (-}, and underscores (_).

# Available Cloud Service Providers

(®) Huawei Cloud Alibaba Cloud AWS Azure On-premises IDCs
# Region
CN Morth-Beijing4 W

# Resource Association Method

Automatic association View Types of Resources That Can Be Added Automatically

Manually associate synchronized resources based on service requirements

Associate with Resource

Select Resources Selected resources: 1

Associate Resource with APM Environment (Z)

QK

Step 8 Click OK.

Step 9 Click OK in the lower part of the page to complete the resource modeling.

--—-End

Performing Operations on a UniAgent

Step 1 In the navigation pane, choose Resources > Application and Resource
Management.

Step 2 Click the Resources tab. On the My Resources tab page, select the specified
instances.

Step 3 Click UniAgent and select Install.
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Figure 1-6 Installing a UniAgent

Application and Resource Management

Resources Applications

My Resources Cross-Account Resources
Cloud ’

Elastic Cloud Server (ECS) (1)  Cloud Container Engine (CCE) (1)

#%¢  HuaweicCloud 1,008

Unisgent -~
CJ Alibaba Cloud 35

Install Search by Name by default
aws  AWS 67

EIP Internal IP Region

A Azure 56

Synchronize Status
IDC

Total Records: 1
f§ On-premisesiDCs 89

Step 4 On the displayed Install UniAgent page, specify required information and click
OK to trigger the automated installation process. Wait until the installation is
complete.

Figure 1-7 Setting parameters

Basic Information

nnnnnnnnnnnnnnn

Hosts About to Accommodate UniAgent

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

(11 NOTE

When installing a UniAgent for ECSs in the same VPC, you need to manually install a
UniAgent for the first ECS and set this ECS as the installation node. For details, see
Installing a UniAgent for the First Time.

--—-End
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Creating a Ticket and Notifying the Shift

Role

You can manage O&M engineers, schedule shifts, and configure notification rules
on COC.

You can centrally manage O&M engineers on COC using this feature. You can
manage users of the current tenant on the O&M Engineer Management
page. The basic user data on the O&M Engineer Management page is
synchronized from Identity and Access Management (IAM) and is used by
multiple basic functional modules in creating to-do tasks, performing
scheduled O&M, managing notifications, managing incidents, and more.

You can manage O&M engineers centrally, from multiple dimensions, in
different forms, or based on your other custom requirements. You can also
create shift scheduling scenarios and roles and add members to the scenarios
and roles as required.

The notification management module allows you to create notification
subscription instances that contain notification scenarios and matching rules.
When an O&M ticket is generated, the notification module first matches the
ticket with notification rules and scenarios, then parses the O&M engineers to
be notified, the notification content, and notification method, and finally
sends the notification messages.

The preceding basic configurations can be applied to incident ticket processes,
issue ticket processes, O&M owners, review scenarios, and notifications.

This section uses the creation of an issue ticket and notification to the schedule
role as an example to describe how to set basic configurations for O&M.

Operation Process

1.

Preparations: Sign up for a HUAWEI ID, complete real-name authentication,
and enable COC.

Synchronizing O&M engineer information: Synchronize users and basic
information under the current Huawei Cloud account.

Creating shift scenarios and roles: Create incident, change, and issue ticket
execution scenarios, and set shift roles as owners to realize O&M engineer
management.

Issue 01 (2025-07-28)
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4. Configuring notification rules: Create notification rules for scenarios. After a
scenario is triggered, notifications are automatically sent to the responsible
engineer.

5. Creating issue tickets: Create an issue ticket to track the product usage
process for issues such as function defects and poor performance. You can
configure notification rules on the Notification Management module to
manage issue tickets.

Preparations

1. Sign up for a HUAWEI ID and complete real-name authentication.

Before using COC, sign up for a HUAWEI ID, enable Huawei Cloud services,
and complete real-name authentication.

If you already have enabled Huawei Cloud services and completed real-name
authentication, skip this step.

2. Enable COC.
Upon your first login, enable COC first.
If you have enabled COC, skip this step.

Synchronizing O&M Engineer Information
Step 1 Log in to COC.

Step 2 In the navigation pane, choose Basic Configurations > O&M Engineer
Management.

Step 3 Click Synchronize Engineer Info.

Figure 2-1 Synchronizing information about O&M engineers

Cloud Operations
Center

O&M Engineer Management

O&M Engineer Group

© After adding or edifing employss information, wait for 10 minutes before performing business operations that require notification. Otherwise, the
aware!

|{ 73 Synchronize Engineer Info } (" Addafederaluser )

~ Username/ AD Alias Mobile Number Email Address ()

----End

Creating Shift Schedules

Step 1 In the navigation pane, choose Basic Configurations > Shift Schedule
Management.

Step 2 On the shift schedule management page, click Create Schedule.
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Figure 2-2 Creating a shift schedule

Shift Schedule Management

shitScenario (| AARA (Global + Fed i) <)

(" Ao ) ™
(Agsouner ) R ShitRole:2222 v (e

Owner Updated By Updated At Operation

Total Records: 1 0 v 1

Step 3 On the Create Schedule page, configure the shift scenario.

Figure 2-3 Configuring a shift scenario

Shift Schedule Management | Create Schedule
< | Qreate Schedule
Shift Scenario

Mew Scenario  Select from Existing

# Scenario Mame

TroubleTicke
# Shift Type
Mon-fixed shfit (Monday—Sunday) Fixed shift
# Dimension

Scenario Description

Enter Scenario Description

Table 2-1 Parameters for creating a scenario

Parameter Example Description

Value
Scenario Ticket Name of a customized shift scenario.
Name Handling
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Parameter

Example
Value

Description

Shift Type

Fixed Shift

The options are Non-fixed shift (Monday-
Sunday) and Fixed shift.

o Non-fixed shift (Monday-Sunday):
Engineers work different shifts depending
on the schedule.

e Fixed: Engineers work within fixed working
hours.

Scheduling
Dimension

Global

The options are Application and Global.

e Application: The schedule is created for an
application in a specific region (optional).

e Global: The schedule is globally used
regardless of applications.

Scenario
Description

(Optional) Enter the detailed description of the
shift scenario.

Step 4 Set parameters for the shift role and click OK.

Figure 2-4 Setting parameters for a shift role

Shift Role

# Name

oM

Description

I ™
| Ok |
e vy

-

( Cancel

\
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Table 2-2 Parameters for setting a scheduling role.

Parameter Example Description
Value
Name Oo&M Name of a user-defined role.
Description - (Optional) Enter the detailed description of the
role.

Step 5 Click OK.

Figure 2-5 Completing the schedule creation

The scheduling is created.

You have created schedule "TroubleTicke".

(0&M Roles

Step 6 Click O&M Roles to return to the shift management page.
Step 7 On the displayed page, click Add Owner to add owner to the shift schedule.

Step 8 Select a user from the drop-down list. Multiple users can be selected.

Figure 2-6 Adding personnel

Add Owner

# Owner

pc-testvssd X peo-testizdd 1

Ty
| Cancel |
g ) B
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Step 9 Click OK.

Personnel for scheduling are added.

--—-End

Configuring Notification Rules

You can create a notification rule. After an incident, issue, or change ticket
matches its conditions, a notification is automatically sent.

Step 1 In the navigation pane, choose Basic Configurations > Notification

Management.

Step 2 Click Create Notification in the upper right corner.

Step 3 Set basic information.

This example describes only the mandatory parameters. Retain the preset values
for other parameters. For details about the parameters, see Notification

Management.

Table 2-3 Parameters for creating a notification

creation and
Issue

resubmission.

Parameter Example Description
Value
Name Trouble ticket | Notification name that you can customize.
Type Select Issue The options are Incident notification, Issue
Notification. | notification, Change notification, and Alarm
notification.
Template Select Issue Select a notification template from the drop-

down list. Multiple templates can be selected.

Notification content templates are preset by
the system. The template list varies depending
on the notification type. After a template is
selected, the notification template details are
displayed.

Issue 01 (2025-07-28) Copyright © Huawei Cloud Computing Technologies Co., Ltd.
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Parameter Example Description
Value

Recipient Select Shift The options are Ticket owner, Ticket creator,
and select the | Shift, Individual, and Group. Multiple options
shift scenario | can be selected at a time.
and shift role | get the objects to be notified and send
setin notifications to the corresponding recipients.
Creating . . .
Shift e Ticket creator: This parameter is not
Schedules required if you need to notify users of an
from the alarm.
drop-down e Shift: Select a scenario and role from the
list. drop-down lists based on the configured

values.

e Individual: Select an individual that you
want to notify.

e Group: Select a group you want to send
notifications to and specify target group
members as the recipients. You can also
specify the service ticket owner as the
recipient. If you do not specify the service
ticket owner or other group members as the
recipients, all of them in the group will be
selected by default.

Method Select Email. | You can select All, SMS, Phone Call, Lark,
WeCom, DingTalk, or Email. Multiple options
can be selected.

WeCom, Lark, and DingTalk need to be

configured in Mobile App Management.
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Figure 2-7 Creating a notification

Create Notification

* Mame
TroubleTicket
- _YDE
noident MNotificaton Change MNotifcation Alarm Motification
x Templaie
Issue Creation X  Issue Resubmission =

MNotfication Scope

* Recipent
Ticket Owner (3)
Ticket Creator

=zea

shit 3 O

—CNedue

TreubleTicke Ol
Individual (7)

Group

Step 4 Click OK.
----End

Creating Issue Tickets

You can create a notification rule. After an incident, issue, or change ticket
matches its conditions, a notification is automatically sent.

Step 1 In the navigation pane on the left, choose Fault Management > Issues.
Step 2 Click Create Issue Ticket in the upper right corner.
Step 3 Set basic information.

This example describes only the mandatory parameters. Retain the preset values
for other parameters. For details about the parameters, see Notification
Management.
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Table 2-4 Parameter description

Parameter Example Description
Value
Issue Title Issue Customize the issue title.
ticket_Notific
ation
Symptom - Description of the issue symptoms and impacts
on the live network.
Enterprise default Select an enterprise project from the drop-
Project down list.
Issue Source Proactively Optional The options are incident, alarms,

detected by
O&M

WarRoom, and Proactive O&M discovery.
Select the source of the issue. If you select

personnel incident, alarms, or WarRoom, you need to
associate the corresponding service ticket.
Issue test Select the issue application from the drop-
Application down list.
Severity Minor The value can be Critical, Major, Minor, or

Prompts.

e Critical: The system or application breaks
down, stops, or suspends, causing data loss.
Main functions are unavailable, or the
module or related modules are abnormal.

e Major: Some main functions of the system
are unavailable, data cannot be saved, and
secondary functions of the system are
unavailable. The fault is limited to the
module. As a result, the module functions
are invalid or the module exits abnormally.

e Minor: Secondary functions are not
completely implemented but are not
affected, for example, the prompt
information is inaccurate, the user interface
is poor, the operation time is long, and
some module functions are invalid.

e Prompts: Minor software defects that cause
inconvenience or trouble to operators but
do not affect the operation and execution
of functions.

Type of Issue

This does not

affect service
functions of
the
FusionCube.

Select the issue type from the drop-down list.

Issue 01 (2025-07-28)
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Parameter Example Description
Value
Owner Select Shift The value can be Shift or Individual.
and select e Shift: Select a scenario and role from the
the shift drop-down lists based on the configured
scenario and values.
shift role set ..
in Creating e Individual: Select an owner.
Shift
Schedules
from the
drop-down
list.

Step 4 Click OK.

The ticket status is Not accepted, and the shift role will receive a notification for
accepting the ticket.

Figure 2-8 Notification for accepting a ticket

You have a new notification about Huawei Cloud Operations Center (COC). Please check.
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Restarting an ECS by Executing a Job

Scenarios

COC is a secure and efficient O&M platform, offering one-stop, Al-powered
solutions for all your centralized O&M needs. The job management function of
COC allows you to customize jobs and execute jobs on target VMs. You can use
this function to perform operations on target instances, which can be ECSs or
BMSs currently.

This section describes how to restart an ECS on COC.

Operation Process

Procedure Description

Prepare for the You need to sign up for a HUAWEI ID, complete real-name
task. authentication, and enable COC.

Step 1: This task obtains resources in all regions to which the
Synchronize current user belongs and synchronizes the resources to
resources. COC.

Step 2: Install a You can install an UniAgent on each desired node for
UniAgent. information exchange between COC, lower-layer services,
and hosts.

Step 3: Execute a | On COC, you can enjoy automated job execution on ECSs.
job.

Preparations

1. Sign up for a HUAWEI ID and complete real-name authentication.

Before using COC, sign up for a HUAWEI ID, enable Huawei Cloud services,
and complete real-name authentication.

If you already have enabled Huawei Cloud services and completed real-name
authentication, skip this step.

2. Enable COC.
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Upon your first login, enable COC first.
If you have enabled COC, skip this step.

Step 1: Synchronize Resources.
Log in to COC.

2. In the navigation pane, choose Resources > Application and Resource
Management.

O .
3. Click to synchronize resources.

Figure 3-1 Synchronizing resources

Cloud Q

ion and Mar @ Multi-cloud Configurations @ Usage Guide @ Operation Guide
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Overview Resources Applications
Resources ~

Operation Guide

® Hide
1 | Synchronize Resource 2 | (Optional)Set Multi-cloud Configurations 3 | (Optional) Install UniAgents
Automatically synchronize HUAWEI CLOUD resources after y Enter the mult-cloud account and key to access the mult-clou Install UniAgents for instances in balches for future use of O8.
Multi-cloud Configurations
v My Resources  Cross-Account Resources © UniAgent Operation Logs ¢y Favorite Configuration
o Cloud
o Elastic Cloud Server (ECS) (4)  Cloud Container Engine (CCE) (0) ~ Bare Metal Server (BMS) (0)
#%  Huawei Cloud 304 ——
CJ  Alibaba Cloud 25 =
< R ) (oo BloE
s AWS 67 — L=
Name ... EIP Inte... Reg.. Spe. Uni... Res. Label c. 8 Billi.... Ent. Operations
A Azre 56
w Topolog
Inc
@8 oOnpremisesibcs 184 View Topology
Openstack
w Topolog
Vmware
w Topolog
Total Records: 4 10 v 1

Step 2: Install a UniAgent.

1. Access the Resources tab page, select the target ECSs and choose UniAgent >
Install.

Figure 3-2 Installing a UniAgent

Application and Resource Management @ Mullicloud Configurations O Usage Guide < Operation Guide
Resources  Applications
clous My Resources  Cross-Account Resources 3 Unifgent Gperation Logs ¢ Favorite Coriguration

Elastic Gloud Server (ECS) {352) ~ Cloud Gontainer Engine (OCE) {323)  Bare Metal Server (BMS) (1) Relational Database Service (RDS) (310)  Document Database Service (DDS) (72)  +»e
P - |
Insta e

L

Huawei Cloud 7,898

€D Alibaba Cloud

W AWS 0

3 Internal IP Region Specificai... | UniAigent Resource Label Create.. § | BilingMode  Enterprise
A sz 0
2P o - o .
Synchronize Status Pty > 2 May 07.20. Payperase  GOG
IDC
~ 44CPL Not installed . - COCGamma  View T
§§ OnpremisesiDCs 143 CGE._imap " © Running > 2 May 07,20 Pay-peruse COC-Gamma View Topology
Openstack . N
.. tinsiale . - CoCGamma  VewTopslo
) a cee .. insiall Mo © Running > 2 May 07, 20. Pay-per-use COCGamma  View Topology
mware
el jovneled o Rumming o9 May 06,20 Papperuse et Viz Topology

2. Click manually install UniAgent. The page for manually installing the
UniAgent is displayed.
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Figure 3-3 UniAgent installation page
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3. Run the installation command on the page to manually install the UniAgent.

Figure 3-4 Manually installing a UniAgent
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Step 3: Execute a Job.

1. In the navigation pane on the left, choose Resource O&M > Automated
O&M.

2. In the Routine O&M area, click Jobs.
3. Click the Public Jobs tab.
4. Select All Jobs, locate the ECS restart job, and click Execute.
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Figure 3-5 Selecting a job to execute

chchchchch

system

5. Set execution type and basic information.

Figure 3-6 Parameters in the execution type and basic information areas

08M 1 Job Manza
< | Restart ECS

Execution Type.

Table 3-1 Parameters in the execution type and basic information areas

Parameter | Example Value Description

Execution Single Select the scope of the jobs to be
Type executed.

IAM ServiceLinkedAgen- | Scope of permissions that can be
Agency cyForCOC used by COC to execute jobs.

6. Set the execution content.

Figure 3-7 Parameters in the Execution Content area
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Table 3-2 Parameters in the Execution Content area

Parameter | Example Value Description

Region CN North-Beijing4 Select the region in which the target
instance is located.

Target Consistent for all Select the execution mode for job

Instance steps steps and target instances.

Mode

Target N/A Select the target instance to execute

Instance the job.

Batch No Batch Batch execution policy of the target

Policy instance.

7. Click Submit.

8. Confirm the job configurations and click OK. The service ticket details page is
displayed.

9. Refresh the page and view the job execution status.
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Performing a Fault Drill of Increasing

the CPU Usage

Scenarios

COC is a secure and efficient O&M platform, offering one-stop, Al-powered
solutions for all your centralized O&M needs. You can configure drill templates
and attack templates to perform fault drills on physical machines, VMs, or CCE
containers in the chaos drill function module. You can also manage failure modes.

You can select a target instance to execute fault drills.

This section describes how to use COC to perform a fault drill on an ECS to
increase the CPU usage.

Operation Process

Procedure

Description

Prepare for the
task.

You need to sign up for a HUAWEI ID, complete real-name
authentication, and enable COC.

Step 1:
Synchronize
resources.

This task obtains resources in all regions to which the
current user belongs and synchronizes the resources to
COocC.

Step 2: Create an
Application.

An application enables you to manage the relationship
between applications and cloud resources, and provides
unified and timely resource environment management
services for follow-up resource monitoring and automated
O&M.

Step 3: Create a
drill task.

Drill tasks preset drill solutions for resources and enable
flexible orchestration of multiple attack tasks for fault
injection.

Step 4: Start the
Drill.

Automatic fault injection will start based on the created
drill task once you start a drill task.
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Preparations

Sign up for a HUAWEI ID and complete real-name authentication.

Before using COC, sign up for a HUAWEI ID, enable Huawei Cloud services,
and complete real-name authentication.

If you already have enabled Huawei Cloud services and completed real-name
authentication, skip this step.

Enable COC.
Upon your first login, enable COC first.
If you have enabled COC, skip this step.

Step 1: Synchronize Resources.

1.
2.

Log in to COC.

In the navigation pane, choose Resources > Application and Resource
Management.

s .
Click to synchronize resources.

Figure 4-1 Synchronizing resources

Cloud Oj

ion and Mar @ Multi-cloud Configurations () Usage Guide @ Operation Guide
Center
Overview Resources Applications
Res ~

Operation Guide

ion
® Hide
Resource
Management
- e 1) synch 2 | (Optional)Set Mult-cloud Configurations 3 | (Optional) Install Uniagents
ce O8N
Automa nronize HUAWE CLOUD resources after y. Enter the nt and key to access the mult-clou Install UniAgents for instances in balches for future use of O8.
.

Multi-clos

<< <<

My Resources DI — © Uniagent Operation Logs Y Favorte Configuration
Cloud
Elastic Cloud Server (ECS) (4)  Cloud Container Engine (CCE) (0)  Bare Metal Server (BMS) (0)
% Huawei Cloud 304
€2 Albaba Cloud 25 =
All resources v N [c](e \
s AWS 67 — ==
Name .. EP Infe..  Reg.. | Spe. Uni.. | Res, Label | C.© | Bili. | Ent Operations
A Azre 56
w Topolog
Ic
BE On-premisesIDCs 184 View Topology
penstack
w Topolog
w Topolog
Total Records: 4 0 v 1

Step 2: Create an Application.

1.

In the navigation pane, choose Resources > Application and Resource
Management.

Click the Applications tab.
Click Create Application.
Configure the application structure type.
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Figure 4-2 Parameters for configuring the application structure type

Application and Resource Management / Create App

¢ | Create App

Application Structure Type

+ Application Structure Type

Lightweight application Fewer layers and simple architecture Large-scale application  sutanle for comple siructures

Application = Component > Group > Resources Application = Sub-application(Support for multiple layers) > Component > Group > Resources

Table 4-1 Parameters for configuring the application structure type

Parameter | Example Value Description

Application | Lightweight Select a value based on the
Structure application complexity of the application
Type structure.

5. Configure the application structure.

Figure 4-3 Parameters for configuring the application structure

Appiication nnguraor

Onremises 1DCs

Table 4-2 Parameters in the Application Structure Configuration area

Parameter | Example Value Description

Application | test-application Customize an application name
based on the naming rule. Click OK.

Component | test-component Customize the component name
based on the naming rule. Click OK.

Group test-group Customize a group name based on
the naming rule.
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6.

Usage
Parameter | Example Value Description
Available Huawei Cloud Select the cloud service provider to
Cloud which the target instance belongs.
Service
Providers
Region CN North-Beijing4 Select the region in which the target
instance is located.

Resource Manual association Select a resource association
Association method.
Method
Associate N/A Select the target instance to execute
with the chaos drill. Click OK.
Resource

Click OK.

Step 3: Create a Drill Task.

In the navigation pane on the left, choose Resilience Center > Chaos Drills.

M nNn =

Click the Drill Tasks tab.
Click Create Task.
Configure basic information.

Figure 4-4 Parameters for configuring the basic information

Chaos Drill / Create Task

< | Create Task

Basic Information

# Dirill Task

# Expected Recovery Duration (Minutes) (%)

Table 4-3 Basic information parameters

Parameter | Example Value

Description

Drill Task test-drill

Customize the drill task name based
on the naming rules.
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Parameter | Example Value Description
Expected 3 Expected time from fault occurrence
Recovery to fault recovery
Duration
(Minutes)

5. Click Add Attack Task. The Create Attack Task drawer is displayed.

6. Configure required parameters on the Create Attack Task page and click
Next.

Figure 4-5 Parameters for creating an attack task

Create Attack Task

Differences in versions and configurations between (55 and applications may prevent the attack weapons from being injected successfully. Identfy risks in
sdvance and develop emergency plans.

Create Attack Task =~ Select from Existing

Select Attack Target 2 | Select Attack S : 3 (Optional) Configure
ang 2 | Select Atiack Scenarios Monorg Tesk

# Cloud Senvice Provider

On-premises IDCs Alibaba Cloud

# Source of Attack Target
Elastic Choud Server (ECS)

* Attack Task
test-attacktask

# Aftack Target (%) You can select single or multiple application instances as an attack target Select an application and then an instance
Awailable oro Selected

test (1 Create Search by Mame by default |(__1|

Hame/ID Internal IP Unifg. 05 Resou. Name... Inter... Appli o

Table 4-4 Parameters for creating an attack task

Parameter | Example Value Description

Available Huawei Cloud Select a cloud vendor type.
Cloud

Service

Providers
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Usage

Parameter

Example Value

Description

Source of
Attack
Target

Elastic Cloud Server
(ECS)

Select the source of the target
instance.

Attack Task

test-attacktask

Customize the name of the attack
task based on the naming rule.

Attack
Target

N/A

Select a target instance.

7. Set parameters in the Select Attack Scenarios step and click Next.

Figure 4-6 Parameters for selecting an attack scenario

Create Attack Task

The versions and configurations of operating systems and applications are different. Therefore, the injection success rate of attack weapons cannot be 100%.
Identify risks in advance and formulate contingency plans.

Create Attack Task

@ Select Attack Target —

Select from Existing

o Select Attack Scenarios

Experience (1) Host Resource (4) Host Process (2 Host Network (12) Custom fault (1 Resource O&M (3
Increased CPU Usage Memory increase Increased Disk Usage
Simulates a CPU usage Sim memory usage s Nrite:

termination

Increased Disk I/C

Attack Parameters

#* CPU Usage (%) @

80

# Fault Duration (s) @

60

- Previous - Next

Table 4-5 Parameters for selecting an attack scenario

Parameter | Example Value Description

Attack Type | Host Resource Attack scenarios are classified based
on attack scenario types.

Attack Increased CPU Usage | Customize the name of the attack

Scenario task based on the naming rule.

Attack CPU Usage (%): 80 Configure attack parameters based

Parameters | r5t Duration (s): 60 | ON attack scenarios.
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8. Click Finish.
9. Click OK.

Step 4: Start the Drill.
In the navigation pane on the left, choose Resilience Center > Chaos Drrills.

2. Click the Drill Tasks tab.

3. Locate the drill task created in Step 3 and click Start Drill in the Operation
column.

Figure 4-7 Starting a drill task

Cloud Operations Chaos Drill
Center

‘‘‘‘‘‘‘‘‘‘‘

Click OK.

5. Check the attack progress and details. After the drill is complete, click Create
Drill Report in the upper right corner to create a drill report.
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Practices for Beginners

After completing basic operations such as account registration and authorization,
application resource modeling, and basic O&M configurations, you can use a series
of common practices provided by COC based on your service requirements.

Table 5-1 Common best practices

Practice Description

Standardized Fault It is necessary to establish a standardized incident

Management handling process.

E2E Chaos You can perform chaos drills on your systems and verify

Engineering and improve the system availability based on the drill
results.

One-Stop Resource You can check the compliance of host OS patches to

o&M prevent service loss caused by missing OS patches.
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